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If you operate a business, high-profile breaches, evolving threats, and
increasing regulatory measures mean having a secure network is no longer
a choice. It's a must.

Yet many businesses fail to address their cybersecurity weaknesses
adequately because they feel they don’t have the time or money to do so
properly. While organizations such as NIST and CIS are helping the cause by
promoting comprehensive frameworks for cybersecurity practices that any
company can follow, sorting through these dense security controls may
still be a tall order for busy business leaders.

So, we've compiled this handy guide highlighting the ten core actions
included in these frameworks that are essential to building a robust
cybersecurity plan to protect your business.




1. DEVELOP AN ASSET INVENTORY

Your first step to reducing cybersecurity vulnerabilities is identifying every single asset, such as computers
and software, connected to your network. Without a complete overview, it will be impossible to know where
potential gaps in your security may lie. The ultimate goal here is to make sure you can assess whether each
asset has the proper configurations and protections installed. So, start by creating a series of asset inventories
sorted into the following categories:

Hardware or contain malware that will infect your systems.

Compile a list of every piece of hardware that has So, you should immediately investigate device-by-

access to your network and include the following device all the programs installed on your systems

details: and ask users to justify their need for them.

« Manufacturer Also, to help create clarity going forward, decide on

«  Type a list of approved vendors from which employees

+  Model can select when choosing software or applications

« Serial # to use.

« Physical location

«  OS/Firmware version Cloud Applications/Systems

« |Paddress Many business owners assume that cloud-based

+  MAC address applications are inherently safe because they have

« Owner/user their own cybersecurity features built-in, but this

« Business purpose may not always be the case. To complete your
full-scope inventory, catalog each cloud-based

Software application that interacts with your network or

Taking stock of what software is installed on your houses your data, so you can factor them into your

devices is equally imperative. If an employee has overall cybersecurity profile.

downloaded pirated software on their laptop to
save a few dollars, this could cause legal problems

As a side note, if you are working with an MSP, they should be able to help with
gathering this information by using a Remote Monitoring and Management Tool (RMM)
to generate asset reports and manage permissions remotely.




2. CREATE DATA PROTECTION POLICIES

The grand prize for any hacker is access to sensitive data. So to promote and improve overall data hygiene,
gather all department heads and use the following questions to facilitate the necessary conversations to
create a robust data policy.

Where does my data reside?
Figure out where your data currently lives, decide
where users should store it, and get organized.

Which data is sensitive?

Categorize your data and identify what data needs Making sure to include every

to be protected the most. department in your organization
is a crucial part of this process,
as some of your most sensitive
data may be in places that aren’t

Who has access?
Investigate who currently has the permission to
access sensitive data and decide who ultimately

should have this capability. immediately obvious.

How do we, as a company, manage and handle For example, HR usually stores

our data? a ton of Personally Identifiable

Create a list of controls that you will enforce Information (Pll) that needs to be

to ensure sensitive data remains organized, protected. Once you start digging,

categorized, and secured. you may be surprised by just how
much critical information you have
stored on your networks.

Policies
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3. MANAGE YOUR PASSWORDS AND PERMISSIONS
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As mentioned above, regardless of how much caution you preach, if someone has the requisite privileges,
there's always a chance they may install questionable software on your network either by accident or
intentionally. To minimize your exposures, you must know who has access to your network and what privileges
they have. To gain better control over who has access to your systems and how much power they have, follow
these steps:

Catalog your users

Figure out how many users you have and make sure
there are no duplicate accounts or inactive usernames
from former employees.

Restrict local admin rights

Decide what level of privileges each employee should
have and ensure any new devices, software, or cloud
applications don't allow administrative access by
default.

Enable Multi-Factor Authentication (MFA)
Being intimately familiar with this function is an
absolutely crucial step to keep your company safe
and secure. MFA (a.k.a. Two-Factor Authentication)
helps deter unauthorized access by requiring another
“factor” after entering your username and password.
The most common ones are:

« Something you know — a pin or password

« Something you have —a USB key or your phone

« Something you are —a fingerprint or facial
recognition

Although simple and effective, according to a

study by Arete, 94% of ransomware victims they
investigated did not have MFA enabled, despite data
from Microsoft showing that MFA can block 99.9% of
account attacks. MFA is so effective, in fact, thatitis a
prerequisite for buying most Cyber insurance policies.
Major companies such as Google and Microsoft offer
MFA for free, and you can simply activate this feature
on your own, or call your vendor for assistance.
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Implement strong password management
Make sure each password is as strong and secure as
can be by using the following methods:

* Make passwords at least 8 characters in length.

« Have passwords contain characters from at least
three of the following categories - uppercase
letters, lowercase letters, base 10 digits, or non-
alphabetic symbols (e.g., & #,!).

« Change passwords regularly and never keep one
for more than 180 days.

« Do not use user account names or personal names
as passwords.

« Do not reuse passwords.

« Never write passwords down or insert them into
e-mails, texts, or any other form of electronic
communication.

If this seems daunting, there are several password
management apps available on the market that
can help with creating and storing complex, unique
passwords.

Make a checklist for onboarding/offboarding
new/departing employees

Create a list of all the steps that must be taken when
employees join or depart from your company. This
should include all hardware that needs to be given/
returned, all network, software, and third-party
application privileges that need to be added/revoked,
and passwords that need to be changed. You should
also audit this list annually to keep these processes
up-to-date.



4. SET CONFIGURATION BASELINES

Creating robust policies and standards allows you to regain control over your networks and ensure they are as
secure as possible. But what happens when you introduce a new device into this environment?

Whenever you buy new hardware (laptops, mobile « Antivirus software installed
devices, printers) or allow employees to use their « Admin rights removed

own, your hard work will be canceled if these devices < Latest version of OS installed
aren’t immediately forced to comply with those « Allapplications up-to-date

same standards. Therefore, to ensure consistent
protections, you should set baseline configurations
and create a checklist for every new device to
comply with before accessing your network. The
configuration criteria could include:




The pesky notifications asking you to update your software aren't just there to bother you. They often contain
relevant security updates that either retroactively fix newly discovered vulnerabilities or proactively ward off
emerging threats. And if you aren’t highly vigilant in keeping all your software updated, you could be leaving a

gap for cybercriminals to exploit.

For example, a high-profile design flaw, Log4J, left
nearly a third of all web servers worldwide scrambling
to install patches to fix an undiscovered vulnerability
living inside a Java-based software. This flaw exposed
even giant companies such as Twitter, Amazon, Apple,
and Google.

Another high-profile case, Print Nightmare, in which
a glaring vulnerability allowed unauthorized users to
access networks through a printer sharing function,
highlights the need to make sure software installed
on printers, scanners, and other network devices is
also being constantly updated. Unfortunately, these
devices are often overlooked by companies and ideal
entry points for hackers.

An easy fix, keeping your software updated, is
usually as simple as turning on automatic updates or
consulting your provider or MSP and asking them to
do so. Activate these updates on both the endpoint
level (Microsoft Office, Google Chrome, Java) and
network level (firewalls, switches, and Multi-Function
devices) to be completely effective.

For many devices such as printers, firewalls, and
scanners, however, automatic updates may be
unavailable. If this is the case, set a schedule and
check for updates at least every three months.
Luckily, if you've been following along and created an
inventory as we mentioned above, you'll already have
a complete list of your assets to work from.




6. PROTECT YOUR DEVICES AND COMMUN\I
AN

These days, the most prominent forms of communication are e-mail and mobile text messaging. So, of course,
they are also the most popular for hackers looking for vulnerabilities in the form of human error. Thankfully,
there are additional layers of protection we can use to assist us in avoiding momentary lapses in judgment and

identifying potential threats:

Perimeter security

A good firewall is a no-brainer to filter network
traffic. But additional security services can also be
purchased that will intelligently monitor your traffic
on your systems, identify threats, and block them
automatically. These work similarly to the malware
defense tools above but cover your entire system, not
just endpoint devices. Sophos, SonicWall, and Meraki
are a few popular vendors to explore if you want to
add this type of protection.

Web browser protection

Firewalls can also help secure web browser traffic.
However, for remote work that extends beyond the
boundaries of your firewall, DNS Filtering services,
such as Cisco Umbrella DNS, can protect you by
preventing access to malicious sites that have been
blocklisted.

E-mail protection

E-mail, as a major source of communication, is always
one of the most popular avenues for hackers to
exploit. As such, you should consider adding the
following features to help sniff out any suspicious
activities in your inbox:

* Email link protection services
Scans links in emails to certify they are safe
before they are opened. Microsoft SafeLinks and
Barracuda are two reputable services that offer
this service.

e Spam filtering services
Filters out scams or promotional messages.
SpamTitan and ProofPoint are two examples of
popular third-party spam filtering services.

Malware defense

Anti-virus software is the most popular protection
method against malware and has become widely
adopted. Unfortunately, this alone is no longer
sufficient to combat evolving threats. To match
the sophistication of today’s hackers, you'll need
Al-powered “next-generation” anti-virus software
that continuously monitors your activity, analyzes
behavioral patterns, and intelligently detects threats.
These programs can even isolate and terminate
certain malware on their own.

Mobile device management

Bring Your Own Device (BYOD) is all the rage these
days, but to maintain complete control over your
systems, we recommend providing staff with devices
that you can control and monitor activity on. Even if
you choose not to do so, you should, at a minimum,
create policies about what constitutes acceptable use.

For example, consider limiting Features, such as what
apps, camera functions, and the type of networks
they can connect to with their phones or laptops.



7. DEVELOP A BACKUP & DATA RECOVE!

Another requirement for purchasing most Cyber insurance policies is having a solid backup and data recovery
protocol to understand how you'll respond if data is accidentally lost or stolen by malicious actors. This is a
two-part process:

Develop a backup plan
Know where your data resides (which, if you're following along, you'll
already have determined) and then identify a few key metrics:

e Recovery point objective (RPO) — how much data you can lose
within a specific time frame before your operation is halted.

* Recovery time objective (RTO) — how long your system can be down
or data can be lost before your operation is disrupted.

These two metrics are designed to help you determine exactly how much
data you can afford to lose and how long you can live without it. The
answers, in turn, determine what data and how often you need to backup.

Using this information, you'll want to make backups to sustain yourself in
a worst-case scenario. The best way is to use the 3-2-1 Rule, which means:

« Create 3 copies of each set of data
« Storeiton 2 different types of media
« Always keep 1 copy off-site

This rule is particularly effective because it doesn’t require specific
hardware or software and it's a solution to almost any incident.

Test backup capabilities

The most fail-safe method is to manually test your recovery methods
to make sure your plan is working. Simply remove a file and then ask
whoever you've tasked to be in charge of backups to recover said file.

If you use this method, remember to move the file onto a backup device
instead of trashing it in case recovery fails. Testing should be done at
least quarterly.




According to the Cyber insurance and tech industries,  requirement for most Cyber insurance carriers to
about 90% of all Cyber claims stem from human error.  purchase a policy.

This shows that regardless of all the fancy security

technology you purchase and implement, your There are many free courses online if you just want
employees are always your last line of defense or your  to dip your toes in the water, but to get the latest
weakest link. expertise, you'll want to explore paid platforms

offered through MSPs. These training courses can
Regular, comprehensive, and cutting-edge range wildly in price, but whether you provide free
cybersecurity training is the best way to help versions or pay top dollar, you'll need to make sure
them live up to the challenge of protecting you offer these three features:
your organization. Additionally, training is also a

Training materials Testing Reporting
The most popular form of content  You or your provider should, at Most free courses won't provide
is usually online courses that your  a minimum, set a schedule for reporting; however, paid platforms
employees can watch. If you use employee training, offer reqular can automate the learning process
free services, these won't be as testing, and run phishing tests to and provide detailed reports on
regularly updated as those offered  see if your employees are being employee progress.
through paid services. vigilant enough in their daily

practices.



9. VET YOUR VENDORS

Unfortunately, it's not enough that you have your own cybersecurity best practices in place; any vendor you
share critical business data with (such as an MSP or accountant) must also be thoroughly vetted to ensure they
are living up to their end of the bargain. So, whether you've already signed on the dotted line or are starting a
new relationship, here are some important questions you can ask someone you intend to work with:

« How will you connect to our network to be able to offer your services?
«  What security controls do you use to prevent cyber-attacks?

« Do you have a cyber risk management process?

« Whois responsible for running your cybersecurity?

« Doyou have Cyberinsurance?

« Do you put your employees through cyber awareness training?

« Whatis your data backup and recovery process?

Even if you follow all the methods mentioned above, there is always a chance you may ultimately be breached.
If that's the case, your survival as a company may very well depend on whether or not you have an Incident
Response Plan (IRP).

Two main entities should be consulted before beginning; your lawyer and your Cyber insurance carrier. Their
guidance and requirements should ultimately provide the guideline for your specific IPR, but typically these
are the phases and elements that will provide the bedrock for your strategy:
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Pre-incident:
e Prepare - Plan your response by conducting tabletop exercises that
force you to consider what you will do in case of a cyber incident.

* Identify stakeholders — Determine who must be involved from
different departments when a cyber incident happens and what their
roles will be.

During incident:

e Step 1: Contain the attack — Immediately shut down ways for
the breach to spread throughout your system. Don’t overthink.
Sometimes simply pulling the plug on an infected hardware can save
the day.

e Step 2: Engage expertise — Contact your Cyber insurance carrier,
so they can assist with coordinating the incident response process
as well as connecting you with your response team, which typically
includes attorneys, cyber forensics specialists, and PR professionals.

» Step 3: Communicate — Only after you've consulted with your legal
counsel and insurance carrier, reach out to anyone affected that must
be notified by law or for support reasons. This will most likely include
employees, clients, and possibly the general public.

Post-incident:
» Forensics — Conduct a thorough investigation of how the breach
happened and, if human error was involved - find your patient zero.

e Analysis — Perform a breakdown of what went wrong, who and what
data was affected, and discuss the lessons learned.

e Plan for prevention — Create a forward-thinking strategy for
continuous improvement in the areas where you fell short and share
your plan with your staff.

Although these 10 steps seem exhaustive, they are just base-level security controls that
every business should implement to stay secure. If you're looking to dive deeper and
explore more cutting-edge ways to defend your network or just have questions about
how to best incorporate the methods mentioned above, don’t hesitate to contact Lenny
Giller at lenny@reliabletechnology.co.
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