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With the number and sophistication of cyber-attacks increasing over
the past few years, mostinsurance companies are now requiring
certain cybersecurity measures to be implemented before businesses
can qualify for Cyber insurance. These measures include multi-factor
authentication and data backup.

As a result, we have seen an increase in businesses asking for
assistance and guidance regarding selecting the right cybersecurity
technology that will help them obtain coverage while also protecting
their operations.

But, multi-factor authentication and data backup alone are not
sufficient in protecting businesses from cyber-attacks — at minimum,
you should also implement cybersecurity awareness training, patch
management and endpoint detection response for your protection.

To help you improve your cybersecurity, we have partnered with
Hartman Executive Advisors, experts in business and IT consulting, to
create this resource.

Our goal is to help busy business leaders understand how to
implement the essential and cost-effective protection measures
that all small and mid-size businesses should have.
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Multi-Factor Authentication

Multi-factor authentication (MFA), sometimes referred to as two-factor
authentication, is a security enhancement that allows you to present two or
more pieces of evidence when logging into an accoutn. MFA is critical as an extra
layer of security for your business to prevent 99.9% of account takeovers.* It is
also required by the majority of insurance companies when writing a new Cyber
coverage or renewing an existing policy.
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What exactly is MFA?

MFA adds a layer of security that can be highly effective at protecting your account from being accessed
by cyber-criminals. It requires users to provide one or more additional pieces of information to verify their
identity before gaining access to a system or an account.

There are different types of MFA, and they are not all created equal. Some of the most common types
include:

SMS ONE-TIME PASSWORD (OTP)

In addition to your username and password, successful authentication requires a 6-8 digits number
sent to your mobile phone via SMS text message. The one-time password is only valid for one login
session and expires after a short period of time. The additional layer helps protect you from password
guessing attacks and even compromised usernames and passwords. While significantly stronger

than a password alone, a sophisticated or determined attacker may be able to intercept the SMS text
message and defeat the extra layer of security.

TIME-BASED ONE-TIME PASSWORD (TOTP) AUTHENTICATION APP

Authenticator apps, sometimes referred to as software tokens, or soft tokens, add an extra layer of
protection by requiring two types of authentication. This is something you know, your password, and
something you have, your phone. The one-time password generated by the authenticator app on your
phone is the “something you have”. This form of MFA is preferred over SMS passcodes since cyber-
criminals have been known to intercept SMS messages.

PUSH-BASED MFA

This method builds on the two technologies discussed above to improve security and user experience.
Like the software token solution, push MFA usually requires the use of an authenticator app installed
on your phone. When you attempt to login to any of your accounts that use push-based MFA, you will
receive a prompt from the authenticator app asking you to approve or deny the login attempt with a
tap on the screen. This form of MFA is secure and convenient making it a popular security feature used
by financial institutions for instance. Just be careful to think before you click “Yes” if it wasn't really you
logging in. Cyber-criminals have been known to send a flurry of approval requests to frustrate users
and trick them into approving a malicious sign-in.



MFA is quickly becoming “table stakes” for businesses that are serious about protecting their customers’
and employees’ sensitive information. MFA is particularly critical for protecting remote access technologies,
Software as a Service (SaaS) applications that are accessible from the Internet, and privileged administrative
user accounts.

Benefits of using MFA for your business include:

« Limiting the impact of password breaches

« Reducing vulnerability to credential phishing

« Staying compliant with various regulatory requirements

« Demonstrating to customers, employees and stakeholders that your business takes information
security seriously

With these many benefits, MFA has been ubiquitous, and most insurance carriers have started to require
the use of MFA to qualify for Cyber insurance. Fortunately, some carriers offer a 60-day extension period for
businesses to set up MFA before denying them renewal or new policies.

With high demand for companies to implement MFA, there are still some businesses that don’t use any type
of MFA. According to a recent study conducted by Travelers Insurance, 29% of users claimed that they did
not know about MFA. Another study concluded that 10% of companies did not want to use MFA because
they found it inconvenient.

Again, if you fall into any of these statistics, it is important to know that if you choose not to leverage MFA,
you may have to pay an arm and a leg to receive Cyber coverage or simply won't get any insurance at all.



With numerous MFA providers on the market, your business has many options to choose from. Most
businesses that use platforms — such as Microsoft Office 365, or a firewall service — already pay for MFA
capabilities as part of their service. Before buying a stand-alone MFA software, we recommend checking
with your IT team or your application vendors to see if any of them already include MFA, that can be easily
enabled at no additional cost.

If you find you do need to purchase MFA, then here are some leading brands to consider:

« AuthO

* Symanetic VIP

* Duo Security

» Google Authenticator

« Microsoft Authenticator



EMAIL

Email is a significant vulnerability
because you cannot conduct
business without it. Most cyber-
attacks include some type of
social engineering intended to
coerce you into providing access
to sensitive information via email.
This could come in the form of a
malicious web link, attachment, or
even an urgent request for you to
take some action.

If a bad actor can get control
of your business email account,
they can carry out convincing
social engineering attacks on
your employees or customers.
These types of attacks are known
as business email compromise,
and they cost consumers and
businesses billions of dollars
every year!

Using MFA can help stop these
types of attacks by making it

er for criminals to access your
mail and Outlook 365

service prov
size businesses typically use. Both
offer MFA to users. If you have a
different email provider, inquire
if they offer MFA capabilities and
request their instructions for
turning it on.
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REMOTE ACCESS
TECHNOLOGIES

The COVID-19 pandemic created
an abrupt and unprecedented
need for entire workforces to

work from home or other remote

locations. While employees made
the adjustment to this new work
style, cyber-criminals have been
seeking to exploit weaknesses
associated with remote work
environments.

It is more important than
ever to ensure remote access
technologies like virtual private
networks (VPNs) and other remote
access tools are equipped with
MFA to protect your organization
from cyber-attacks.

If you already have any remote
access technology in place, contact
your vendors or manufacturers to

help you enable MFA.

CLOUD SERVICE

Cloud service, or Saas, is a way
of delivering applications over
the Internet — as a service.
Some examples small businesses
use include email automation
programs, customer management
systems, or accounting software.
Instead of installing and
maintaining software, you simply
access it via the Internet. This
strategy frees up your business
from complex software and
hardware management.

But this convenience comes
with new security challenges.
These SaaS or cloud-based
applications can be accessed from
anywhere, not just from inside
the four walls of your corporate
office. Passwords alone may be
ineffective at securing these
types of applications.

Check with your application
vendor to confirm your options
for enabling MFA.



Data
Backup

Daily data ibackup is critical for doing
business and keeping your operation
running smoothly. Also,most insurance
companies are now asking for
implementation of data backup to
qualify for Cyber coverage.

-_



What is data backup?

Backup and recovery describes the process of creating and
storing copies of data that can be used to protect your
organization against data loss. Recovery from a backup
typically involves restoring the data to the original or to an
alternate location, so employees can continue to work.

Not all backup and recovery strategies are created equal.
When choosing a backup and recovery strategy that works
best for you, consider some of these best practices:

«  BUSINESS PROCESSES — Identify your critical
business processes and the different technologies those
processes depend on. This exercise will help your backup
and recovery strategy protect all the systems and data
your business needs to run.

* DOWNTIME — Decide how long your business can
go without performing business critical processes.
This determines how quickly you need to recover from
backup (a.k.a. recovery time objective). Similarly, the
business will need to determine how much data loss
is acceptable. This defines how recent the restored
backups must be to be successful (a.k.a. recovery
point objective).

 REDUNDANT BACKUP — Don't rely on a single
backup. Duplicate your backups to another physical
location or a secure cloud location so you can be
confident you will have a copy of your backups when
you need them.

« SECURITY CONTROLS — Consider requiring MFA
or other security controls to protect access to your
backup data. Backups are an attractive target often held
hostage by cyber-criminals during a ransomware attack.

* TESTING — Don’t wait untilit's a true emergency to
test your recovery plans. Regular testing of backups
ensures that restoring your backup runs smoothly when
you need it most. We recommend performing a restore
test at least quarterly.




Cloud storage vs. cloud backup

When searching for the best backup solution for your organization, you
resources that use these terms interchangeably. To help you narrow yo
differences below.

Cloud storage means that your data is stored (automatically

or on-demand) on remote servers hosted by a cloud service
provider of your choosing. It can be accessed easily from almost
anywhere you have an Internet connection.

Some popular cloud storage providers for small and mid-size
businesses include:

Microsoft OneDrive
Dropbox

Google Drive

Box

Frequency of backing up data

In most cases, your data should be backed up at least daily. However, yo
more frequent backups throughout the day.

Data backup platforms for small and {ullsEr4=Re N[l

We recommend a platform that stores copies of your backups in the clo
in case of a disaster and less likely to be corrupted or destroyed as part

Some examples of effective cloud backup solutions for small and mid-si

*  Veeam
 Datto
« Barracuda



Selecting the right data backup platform

It may be overwhelming when deciding which platform is best for your business. Here are
some things to consider.

STORAGE COSTS

Understand the size of the data you will need to backup — usually measured in gigabytes.
Compare providers to ensure you have a competitive cost per gigabyte of storage that will
allow you to set up the retention policy that is right for your organization.

SECURITY CAPABILITIES

Make sure you select the platform that offers the appropriate security controls for the
type of data you will be backing up. Things to consider are multi-factor authentication,
encryption in transit (data is encrypted as it is transmitted over the Internet), and
encryption at rest (data is encrypted where it is stored in the cloud to ensure only your
organization has access to the data).

USER REQUIREMENTS

If you are planning to have multiple employees access the backup solution, you should
choose a data backup service that allows the necessary number of user connections. Some
platforms charge per user while others offer unlimited connections.

STORAGE LOCATION

When you store your data in the cloud, you are transferring your data to a hosted data
center or likely replicated between multiple data centers with a physical address. If you
work in a regulated industry, such as healthcare or financial services, you may want to
consider whether your data could be stored outside of the United States. This has the
potential to introduce legal complexities and potential compliance concerns.

INTEGRATION REQUIREMENTS

For a successful backup and recovery strategy, make sure that your backup solution is
compatible with your most important data sources and software platforms.
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While insurance carriers have not yet been asking for the
cybersecurity measures discussed in the rest of the ebook,

we think every small and mid-size business can and should
implement the following essential protection measures that are
affordable, yet effective in minimizing cyber exposures.







WHAT 1S PHISHING?

Cyber security awareness training is the process of formally educating your workforce about the different
types of cyber threats, how to recognize them, and what steps they can take to keep themselves and your
company secure. The most resilient organizations have established a culture of cybersecurity awareness. In
these organizations, employees are no longer viewed as the “weakest link”. Instead, they are considered the
last line of effective defense against cyber-attacks.

Even the most advanced cybersecurity technologies cannot prevent all cyber-attacks. Inevitably, your
employees will be confronted with a malicious email, website, text message, or even a phone call. A cyber-
aware employee can be a very effective layer of defense by identifying and reporting the suspicious activity,
so your IT team can respond as well as detec and block similar attacks in the future.

With so many employees working remotely, small businesses are becoming more vulnerable to cyber-

attacks than ever before. A cybersecurity awareness program can be a cost-effective way if you have limited
resoures to improve your organization’s cyber resiliency.
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Implementing a cyber awareness training

* STAY IN THE LOOP — Subscribe to intelligence feeds from government organizations, such as
the Cybersecurity & Infrastructure Security Agency (CISA), and the FBI's Internet Crime Complaint
Center (IC3), to stay in the loop on the latest cybercriminal patterns of behavior that can help keep
your employees vigilant.

« CONDUCT REGULAR TRAINING — The most effective programs leverage frequent, short,
and engaging training modules. This approach is more effective at keeping security top of mind
as compared to a longer training assignment done just once a year or during new employee on-
boarding. For instance, you can achieve great results with monthly 5-10-minute interactive training
modules that cover topics most applicable to the employee’s role that can also benefit them in
their personal and their work life.

« STAY ON TOP OF EMERGING TRENDS — Keep employees aware of emerging cyber threats
and trends affecting organizations and individuals. For example, if you become aware of an email
phishing message targeting multiple employees, send out an advisory email to all staff or post an
awareness bulletin on the company intranet to help raise awareness of real-world schemes being
used to target your business.

Enhancing the effectiveness of your training

« TEST REGULARLY — Training alone is not enough. You should also conduct regular social
engineering testing to measure the effectiveness of your user awareness program. Sending email
phishing tests to your employees is a great way to prepare them for real-world threats and test
their ability to identify and report potentially malicious emails.

* CONSIDER OUTSOURCING — Consider using a security vendor, such as KnowBe4, Mimecast,
or Proofpoin, if you don’t have the time or expertise to develop user awareness materials. Each
of these companies offer great user awareness training and testing platforms that you can use to
improve your employee’s cybersecurity savviness.

* INCENTIVIZE GOOD BEHAVIOR — Monitor the results of your user awareness program and

report out regularly. Sending leadership a detailed report after each social engineering test helps
management understand which employees present cybersecurity risk to the organization, and
they can follow up as necessary with individuals on their team(s). You may also want to publish a
high-level summary of the results to the whole company, which highlights elements of the test
messages that were suspicious and could have been used to identify the email as a phish. If you
have the budget, consider awarding the top performers with a small gift card or some other
reward to help incentivize employees to do better on these cybersecurity tests.






What is patch management?

Patch management is the process of distributing and applying updates to software on
computer systems. These updates often fix vulnerabilities or “bugs” in software that could be
exploited by cyber-criminals.

A non-technical analogy to consider is a pair of jeans. After time, you may notice holes in
your jeans that could expose you to the elements. You may apply a “patch” of fabric to cover
the imperfection in your pants. Similarly, a software patch is applied to operating systems or
applications to repair a known security flaw.

The importance of patch management

Patch management is a critical layer of defense against cyber-attacks. Opportunistic criminals
are searching for vulnerable computers that can be exploited to give them access to corporate
networks and/or sensitive information.

2021 gave us several real-world examples of the importance of good patch management. In
January 2021, a global wave of cyberattacks resulting in data breaches unfolded after four
critical vulnerabilities in Microsoft Exchange Servers giving attackers full administrator access
to vulnerable email servers and emails stored on them. As of March 2021, it was estimated that
250,000 servers fell victim to the attack. This vulnerability was used to gain access to corporate
networks and subsequently deploy other malware to give the cyber-criminals remote access to
networks, so that they could initiate additional attacks, such as ransomware, to monetize their
unauthorized access.

Building an effective patch management strategy

IDENTIFY

The first step to understanding what you need to patch is knowing what you have. Create

an inventory of devices your company has and what software is installed on them. Smaller
organizations may be able to get away with tracking this information in an Excel spreadsheet;
however, if it's becoming overwhelming to track manually, it may be time to invest in asset
management tools. Asset management tools, sometimes called client management tools,
automate computer management tasks, such as hardware and software inventory, software
distribution, patch management, configuration management, and remote control for technical
support. Some asset management solutions to consider include:

. Microsoft Endpoint Manager
. lvanti UEM

. Manage Engine

. ConnectWise

. Kaseya
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With the growing number of internet enabled devices, such as smart
phones, laptops, and printers, connecting to your network to conduct
business in an increasingly remote work environment, cybersecurity
is becoming much harder to manage. Small to mid-size businesses
need the ability to anticipate and better prevent cyber incidents by
protecting their various devices (a.k.a. endpoints).

Endpoint detection and response (EDR) is the next generation anti-
virus. It is a cybersecurity tool installed on user devices and goes
beyond the capabilities of traditional anti-virus software. Think of
traditional anti-virus tools as a mostly preventive technology designed
to stop known malicious software from being installed on your device.
EDR tools go one step further by limiting the impact of a malicious
cybersecurity incident, such as phishing or ransomware, by detecting,
isolating, and remediating attacks that can evade traditional anti-virus
tools.

EDR tools use machine learning and artificial intelligence to identify and
analyze user activity and device configuration. When abnormal behavior
is detected, they take automatic actions to lock down the device in
question to prevent potentially malicious activity. These features are
critical to detecting evolving stealthy attacks that may not yet be
known and detected by traditional anti-virus. Machine learning can be
used to understand what is normal for your organization and spot risky
anomalies.

If you don’t have an IT team and you are overwhelmed managing

your EDR tools, consider a managed detection and response (MDR)
service. MDR service providers monitor and manage your EDR tools and
assist with rapid incident response to identify and limit the impact of
cybersecurity threats without the need for additional staffing.




PSA is happy to help you with any
questions regarding your various
commercial policies including Cyber
insurance. We can negotiate terms
and get the best coverage for the
right price. If you need assistance
with IT strategy and implementing
any cybersecurity measures,
consider Hartman Executive
Advisors as a resource.

Alex Cramer

PSA Insurance and Financial Services,
a Hilb Group Company
acramer@psafinancial.com
psafinancial.com/cyber-insurance

Cindy Atkinson

Hartman Executive Advisors
catkinson@hartmanadvisors.com
hartmanadvisors.com




ABOUT PSA

PSA is the Mid-Atlantic region’s leading insurance
brokerage and risk management firm, providing
employee benefits, risk management and personal
insurance solutions. We've been assisting clients

in growing and protecting their assets since

1928. With our vast knowledge, experience

and resources, we can provide national-caliber
capabilities with local service.

ABOUT HARTMAN EXECUTIVE ADVISORS

Hartman Executive Advisors is an independent
technology leadership firm that works with
executives to strengthen the role that IT plays

in supporting their business goals. Hartman's
co-sourced model provides the opportunity

for executives to work alongside senior IT and
cybersecurity advisors who know their industry
and their goals. We act as our client’s accountable
IT Leadership, and our clients benefit from
leveraging the depth and breadth of a full IT staff
at a fraction of the cost while we move the needle
on key issues.
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